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Subject: Data protection -- United States. Excerpt: . . . To establish individual accountability, monitor
compliance with security Audit and Monitoring of policies, and investigate security violations, it is crucial to
determine what, Security-Relevant Events Were when, and by whom specific actions have been taken on a
system. Inadequate Organizations accomplish this by implementing system or security soGware that provides
an audit trail for determining the source of a transaction or attempted transaction and monitoring user
activity. To be eBective, organizations should ( 1 ) configure the soGware to collect and maintain a suBicient
audit trail for security-relevant events; ( 2 ) generate reports that selectively identify unauthorized, unusual, and
sensitive access activity; and ( 3 ) regularly monitor and take action on these reports. NIST guidance states that
an organization should review and analyze information system audit records for indications of inappropriate
or unusual activity, and should report the findings to designated organization oBicials. NIST guidance also
states that organizations should track and monitor access by individuals who use elevated access privileges
and that an organization should review and analyze information system audit records for indications of
inappropriate or unusual activity, and should report the findings to designated organization oBicials. FDIC did
not always suBiciently review audit and monitoring of security-relevant events. For example, FDICs monitoring
processes did not detect the existence of default installation user accounts on three UNIX servers. FDIC did not
eBectively monitor certain dataset access activity on the mainframe. FDIC mainframe logging controls were
inappropriately configured, allowing the creation of large quantities of logged data for routine activities. As a
result of th. . . This...
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